[Ipunoxenne Ne2. Undopmannonnas namaTka Aas 00y4alomuxcs Qs pasMemeHHus Ha
opuunanbubix MHTEpHET-pecypceax

C KaXIBIM roZioM MONOJEXH B HHTEPHETE CTAHOBHTHCS GONBIIE, a MIKONBHAKE OJHH H3
CaMEIX AKTHBHBIX NOJb3OBareied Pymera. Mexay TeM, NMOMHMO OrpPOMHOrO KOJHYecCTBa

BO3MOXHOCTEH, WHTEpHET HeceT M npolieMsl. JTa NaMATKa J0/DKHA NoMods Tebe GezomacHo
HaXOIMTHCS B CETH.

KomnviomepHruie upyceot

Komneiotepupi  BHpYC — 3T0 pPasHOBMIHOCT KOMIBIOTEDHBIX  IPOrpamM,
OT/IMYATEEHOH OCOOEHHOCTBIO KOTOPON SBISETCS CIOCOGHOCT K  PasMHOXKEHHMIO. B
NOTIONHEHHE K 3TOMY, BHPYCHI MOTYT NOBPEIUTh HIX IOJHOCTHIO YHHYTOXKHTH BCe (aiinl u
Z\@HHBIC, TNOJKOHTPOJIBHEIE [10JIb30BATEMIO, 0T HMEHH KOTOpOro ObUta 3amymieHa 3apak&HHas
NporpaMma, a TakXke MMOBPEJAHWTb WM JaXe YHHYTOXHTH ONEPALMOHHYIO CHCTEMY CO BCEMH
datinamu B uenom. B GobUIMHCTEE Cily4aeB pacnpOCTPAHSIOTCA BEPYCHI Yepe3 HHTEPHET.

MerToas! 3aLIHTEI OT BPEIOHOCHEIX MIPOrpaMM:

1. Ucnoms3yii coBpeMeHHbIe ONEPAMOHHEIE CHCTEMEI, HMEIOIME CEphE3HEIN YPOBEHDb
3allMThl OT BPEJOHOCHBIX IIPOrPaMM;

2. TlocTosiHHO ycTaHaBIMBail maqTH (UUQPOBHIE 3aNIaTKH, KOTOPHIE ABTOMATHYECKH
YCTAHABJIUBAIOTCA C LENBI0 A0pabTKH NporpaMMel) M Apyrue OOHOBJIEHHS CBOEH
OIIepaLOHHOM cucTemMbl. CxaunBal HX TOMBKO ¢ OQHIMAIBHOrO caiTa paspaboTuuka
OC. Ecnu cymecTByeT pexuM aBTOMaTHYECKOro OOHOBJIEHHS, BKIIOYH €ro;

3.

Paboraii Ha cBoeM KOMIbIOTEpe NOA NpAaBAMH MONB30BATENA, @ HE aIMHHHECTPATOpA.
310 HE IO3BOJHT OONBIIMHCTBY BPEJOHOCHBIX NPOrpaMM HHCTA/UIMPOBATHCS HA
TBOEM MEPCOHAIBHOM KOMIIBIOTEpE;

4. Vicnone3yl aHTHBHPYCHEIE IIPOrpaMMHbIE [IPOAYKTHI H3BECTHEIX IPOM3BOAHMTENEH, C
aBTOMATHYCCKUM OOHOBNIEHHEM 0a3;

Orpanndp PusMdeckuil JOCTYN K KOMIIBIOTEPY IS OCTOPOHHMX JIAL;

6. Hcnons3y#t BHenmmHUe HocuTenw nHGOpMAlMH, TakKe Kak ¢nemka, QUCK WiH ¢aiin u3

HHTEPHETA, TOJIbKO H3 NPOdEPEHHBIX HCTOUHHKOB;
7. He oTkpeiBalf KOMNBIOTEpHBIE (aiiibl, MONYyYEHHBIE U3 HEHANEKHBIX HCTOYHHKOB.

Jaxe Te ¢ainsl, KOTOpEle INpuciad TBOKX 3HakoMbid. Jlydime yTouHM y Hero,
OTIIpaBJIA JTH OH Tebe nx.
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Cemu WI-FI

Wi-Fi - 3T0 He BUJ ITepenadu JaHHBIX, HE TEXHOJIOIUS, a BCEro JIMIL Gpen, mapka. Eme
B 1991 romy mmpepnaniackas koMmanms 3aperucrpupoBana Gpenn « WECA», uro o6osnagano
cnoBocoyeranue « Wireless Fidelity», koTopsiit nepesomuTes Kak «GecnipoBO{HAaA TOYHOCTHY.

Ho wnamero Bpemenuw jaouuia apyras a0bpeBuarypa, KOTOpas SBISETCH TaKoM e
TexHoJorue. 1o ab6peruarypa « Wi-Fin. Takoe nassanme Gbu10 ZaHO ¢ HAMEKOM Ha CTaHAApT
BbICLIMHA 3BYyKOBOH Texuuku Hi-Fi, 4To B mepeBojie 03HauaeT «BLICOKAS TOYHOCTBY.

Ma, GecriaTHbIi HHTEPHET-ZOCTYN B Kade, OTEesX H adporoprax SBISETCS OTIHIHOM

BO3MOXHOCTBIO BBIXOZIa B MHTepHeT. Ho MHOrHe 3KCIepTHl CHUHTAIOT, YTO obmenocTynHsle Wi-
Fi cetn He sBnsIoTCa 6€30NaCHBIMU.

Cogets no 6e3onacHocTH pabote B 00menocTynHeIX ceTax Wi-fi:



He nepenasait cBolo muyrylo uHQopmamwmio uyeped obmenoctynaeie Wi-Fi cern.
Paforas B HHX, XeNaTeJbHO HE BBOJMTH NAPOJM AOCTYNA, NOTHHHEl M KAaKHE-TO
HOMEpa,;

Ycrions3y# u oOHOBNAK aHTHBHPYCHEIE IPOrPaAMMEI | OpanamMayep. Tem caMbiM ThI
obe3onackmb ce6s OT 3aKaYKu BUPYyca Ha TBOE YCTPOHCTEO;

[lpn ucnonb3opanuu Wi-Fi orwmoun dynxummo «O6mmi poctyn x daiinam u
npusTepam». JlanHas yHKIMA 3aKpEITA N0 YMONYAHMIO, OJHAKO HEKOTOphIE
T0JIb30BATEIIH aKTHBHPYIOT e€ uis ynobeTsa uenonb3oBaHus B paborte wim yuebe;

He ucnons3yit mybmaunedt WI-FI nns mepenaus JTHYHBEIX JAHHBIX, HanpuMep IS
BbIXOJIa B COLMAIBHEIE CETH HIIH B 3IEKTPOHHYIO I1049TY;

Wnons3y# Toneko sammuieHHoe coenuuenue uepes HTTPS, a me HTTP, te. A
Habope BeG-anpeca BBOIH uMeHHO «https://»;

B mobumeHOM Tenepome orkmoun ¢ymxmmo «[lommodenme k  Wi-Fi

aBTOMaTH4ecKu». He momyckaii apToMaTHYecKoro noaxmo9enus yCTPOHCTBA K CETAM
Wi-Fi 6e3 tBoero cornacus.

*
Coyuanvnuvie cemu

CounanbHbie CeTH aKTHBHO BXOJAT B HANIY JKH3Hb, MHOTHE JIOH PaGOTAIOT M XKMBYT
TaM NMOCTOAHHO, a B Facebook yxe 3aperucTpupoBal MuLTHADA 4enoBEK, YTO ABIAETCH ONHOMN
CeAbMOH BCeX XKHMTeleH MaHeTel. MHOrHe Mo/b3oBaTed HE MOHMMAIOT, 4TO HE(OpMANHS,

Pa3MCINCHHAs HMM B COLMAIBHBIX CETSAX, MOXeT ObITh HaliIeHa ¥ MCHOJIL30BAHA KEM YIOJHO, B
TOM 4YHCIIE HE 0053aTEIBHO ¢ OnaruMu HaMepeHHsIMH.

OCHOBHEIE COBETHI IO 6€30I1aCHOCTH B COLMANBHEIX CETAX:
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Orpannus cnucox apyselt. Y Tebs B Apy3bsX He NOJKHO GHITH CTYYaMHBIX H
HE3HaKOMBIX JIIOJEH;

3amuinai cBOKO 4acTHYIO Xu3Hb. He ykasmsait mapomu, TenedoHsl, ampeca, mary
TBOETO POXACHHS M IPYryio JIAYHYI0 HMHQOpMalnmio. 3MOYMBIIIEHHHKH MOTYT
MCHONB30BaTh Aa&Xe MHPOPMANWIO O TOM, KaK Thl M TBOH POJHMTENH ILIAHHpPYETE
IPOBECTH KAHHUKYJILI;

3amuuai CBOKO peITyTalMIo - ACpPXKH ¢ B YMCTOTe U 3anasait cebe Bompoc: xoTen 6ul
THI, 9TOOBI APYTHE MOJNB3OBATENH BHJEIH, YTO THI 3arpyxaems? [loxymait, npexae
4YeM YTO-TO OIMyOIMKOBATh, HANKCATE U 3arpy3uTh,

Ecnu THI roBOpHIIB ¢ MOABMHE, KOTOPHIX HE 3Haemb, He MCHOJB3YH CBOE peanbHOE
HMA B IPYTYIO JHYHYIO HH(pOpMAalMH: HMS, MECTO XXHTENbCTBA, MECTO y4eGnl u
npouee;

W3berait pasmemenus pororpaduit 8 Unrepuere, rae Tl H306pakeH Ha MECTHOCTH,
TI0 KOTOPOH MOXHO OIIPeeNHTh TBOE MECTOMONIOKEHHE;

Ilpu perucTpamus B CONMANLHON CETH HEOGXOAHUMO HCIIOIB30BATE CIOXKHBIE TAPOJH,
cocrosimue 13 OykB ¥ P # ¢ KOIUYECTBOM 3HAKOB HE MeHee §;

Jnst COUHANIBHON CeTH, MOYTEI H PYTHX CaHTOB HEOGXOAUMO HCNONB3OBATH Pa3HbIe

naposy. Torja ecu Te6s B3IOMAIOT, TO 37IOYMBIULIEHHAKH OMYYaT JOCTYN TONBKO
K OZIHOMY MECTY, @ He BO BCE Cpa3y.

DnexmponHvle Oenbau

ONeKTPOHHEIE IEHBIM — ITO OYeHb YAOOHBIM crocob mmaTexel, OMHAKO CYIIECTBYIOT
MOLICHHUKH, KOTOPBIE XOTAT NOJYYHTH ITH JEHBIH.

OINEKTPOHHbIE NCHBIM MOSBUJIHMCH COBCEM HEAABHO M MMEHHO H3-3a 3TOr0 BO MHOTHX
roCyiapeTBax A0 CHX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.



B Poccum ke OHM (yHKIMOHHDPYIOT ® O HHMX YK€ NpPONMCAHO B 3aKOHE, IAe HX
pasge/sioT Ha HECKOJIBKO BHAOB — AHOHHMHbBIC H He aHOHHMHEE. PasHHIa B TOM, 9TO
QHOHMMHBIE - 3TO T€, B KOTODBIX pa3pelaeTcs NPOBOJMTH OIEpamuE 0e3 HIeRTHHKauu
TOJB30BATENA, & B HEAHOHUMHEIX HeHTH(OHKAMY I0Ib30BATeNs SBIAETCS 0643aTEIBHOM.

Taxxe cnenyer pasnuuarh 3NCKTPOHHBIE (PHATHBIC JEHETH (PaBHBI IOCYAapCTBEHHBIM
BAMIOTaM) H JNIEKTPOHHbIE HepHaTHEIe AEHLIH (HEe PaBHBI FOCYJAPCTBEHHEIM BATIOTaM).

OcHoBHEIE coBeThI 10 6e30nacHO# paboTe ¢ 3NEKTPOHHBIME ACHBraMH !
1. TlpuBsxu K cuery MoOHIBHBIA TenmedoH. DT0 cambiii yAOOHEIA ¥ GHICTPRIM cnocob
BOCCTAHOBUTH JOCTYN K cueTy. [IpuBszaHHEN TeneoH noMoxer, ecnH 3abynemsb
CBOM ILIATEXHBIA NApOJIb WM 3aH/CIITb Ha CAalT C HE3HAKOMOT0 YCTPONCTRA,
Hcnons3yit onropazoBeie mapomu. [Tocne mepexofa Ha YCHJIEHHYIO aBTOPH3ALMIO
Tebe yxe He OyIeT yrpoxarhb ONacHOCTb KPakd W MepexXBaTa [U1aTeXHOTro Tapolis;
Bribepu cnoxnbii napons. Ilpectynnukam OymeT He mpoCTO yrajarh CIIOMKHBIA
napons. HanexHslie naponu — 3T0 NapoiH, KOTOPEIE COIEPXAaT He MeHee 8 3HaKOB H
BKIIIOYAIOT B ¢€0s CTPOYHBIC M IPONUCHEE OyKBBI, IU(PPH U HECKOIBKO CHMBOJIOB,

TaKkMe KaK 3HaK JoJuiapa, QPyHTa, BOCKIUIATEIbHEI 3HaK ¥ T.11. Hanpumep, $tROng!;;
4. He BBOAM CBOM NHYHBIC AaHHEIE HAa CaliTaX, KOTOPBIM HE JOBEpSENb.

Onexmponnas noyma

ONEeKTPOHHAS NTOYTa — 3TO TEXHOJIOTHS H [IPEJIOCTABISEMEIE €10 YCIYTH IO IePEChUIKE H
NOJIYYEHHIO 3JIEKTPOHHBIX COOOIIEHHH, KOTOpHIE pacnpeleNsioTcs B KOMIIBIOTEPHOH CeTH.
OOBMHO  ONEKTPOHHBIA  NOYTOBLIM  AIHK  BBIIVISAAT  CHEAYIOmMHAM  oOpasom:

uMA_MOJB30BATENA(@HUMA_fOMEHA. Taike KpOME IMepe]add NpPOCTOrO TEKCTa, HMEeTCs
BO3MOXHOCTDL IlepeiaBarh (aiiml.

OcHoBHBbIe coBeTHI N0 Oe30nmacHol paboTe ¢ 3NMEeKTPOHHON MOYTOMH:
1. Hajo BeiOparh NpaBUIIBHENA MOYTOBEIA CEPBHC. B HHTEpHETE €CTh OTPOMHLIN BHIOOP

GecruTaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO Jydlle JAOBEPATH TEM, KOr0 3HaCUIb H KTO
IepBbIH B pedTUHTE,

2. He yxasmiBail B IM4HOM mouTe NMHuHyi0 uHGopmamio. HanpumMep, iydme BrGpars
«My3BIKQIBHBIH_panat@» nmu «pox2013» BmecTo «Temal3y;

3. Hcnons3y# MBYXITANHYIO aBTOPH3AIMIO. JTO KOTJa IOMHUMO Napos Hy>XHO BBOIMTD
KOJI, IpHCchUTaeMblil mo SMS;

4. BrpiOepr cnoxubii napons. Jlif KaXIOro MOYTOBOro slOHKa JODKEH OBITE cBOM
HaJIeKHBIH, YCTORYMBBIN K B3/IOMY IIapOJih;

5. Ecau €cTh BO3MOXHOCTH HAIlUCAaTh CAMOMY CBOM JIMYHBIH BOIIPOC, HCMONB3YH 3TY
BO3MOXHOCTB;

6. Ucnons3y# HECKONBKO MOYTOBHIX SIOMKOB. [IepBEIA A8 9acTHOM MEPENMCKH C
aZpecaTaMd, KOTOPEIM Thl JIOBEpSeIlb. OJTO OJJIEKTPOHHBIA ajgpec HE HaJlo
HCNOJNB30BATh [IPH PErHCTPalMy Ha GopyMax ¥ caltax;

7. He oTkpeiBaii ainpl ¥ Apyrue BIOXKEHUA B MMChMaX J&KE €CIH OHM NPHIUIH OT
TBOHMX JApy3ei. Jlydiie yTouHs y HHX, OTIIPABJISAIM Ji OHH Tebe 3TH dainsr;

8.

[locne oxonvanus paboTel Ha NOYTOBOM CEPBHCE Nepel 3aKpHITHEM BKIAIKH C
caiToM He 3a0yap HaXaTh Ha «BerdTH».



Kubepbyanunz unu eupmyansroe uzoesamenscmeo

KubepOywmer — npecnefoBanHe COOCINEHHAMH, CONEPHKAUTMMH OCKOpOeHns,

arpecCHio, 3amyruBaHUe; XY/IMIaHCTRO; COUMATbHOE GOMKOTHPOBAHKE ¢ MOMOMBIO Pa3IHYHBIX
MHTEPHET-CEPBUCOB.

OcHoBHEIE cOBeTH 10 Goprbe ¢ kubepGyLTHHrOM:
1. He 6pocaiica B Go#t. Jlyqmnii cnocoB: nocoBeToBaThCA KaK ceOf BECTH M, €CIIM HET
TOro, K KOMY MOXHO OOpaTHTbCS, TO BHAuYale YCIOKOMThCA. ECIH TH HayHeIms

0TBedYarh OCKOPOJIEHHAMM Ha OCKOpOIEHHS, TO TONBKO eme GoJbine pasoxkellb
KOHGIHKT;,

2. VYmpasisif cBoe#t kubeppenyranuei;

AHOHHAMHOCTh B CeTH MHEHMas. CymecTBYIOT Crnoco6bl BHISCHHTH, KTO CTOHT 3a
AHOHHUMHBIM aKKayHTOM;

He crout BecTn Xymiranckuit o6pas BupTyansHol xwu3nu. MHTepHeT hHKCHpYyeT Bee
TBOH JCHCTBHS U COXpaHAET UX. Y 1anuTs uX GyaeT KpaiHe 3aTpyJHHTEILHO;

5. Cobmozaii CBOM BHPTYANIBHYIO 4ECTH CMOJIONY;

6. Wrxopupy# emwRHuHBIN Herarw. ONHOpa3oBBle OCKOPOHTENbHBIE COOGIIEHMS
JTy4Ie urHopupoBaTh. OOBIYHO arpeccus NpeKpamacTcs Ha HaYaIbHON CTA/IHK;

7. bau arpeccopa. B nporpaMmax o6MeHa MrHOBEHHEIME COOBMEHUAMH, B CONHAIBHBIX
CETAX €CTh BO3MOXHOCTb OJIOKHDOBKM OTNIPaBKH COOOIIEHMH C ONpeeNeHHBIX
aJipecos;

8.

Ecim  Te1 cBuperens kuGepbymnmmra. TBoM JeHCTBHA: BBICTYNHATH IIPOTHB
MpEecle0oBaTeNsd, II0Ka3aTh €My, YTO €ro JeMCTBHS OLEHHBAIOTCS HEraTHBHO,

NOANePXKaTh XKEPTBY, KOTOPOH HYXHa IICHXOJIOTHYeCKas IOMOWb, COOCIIHTH
B3pOCILIM O ()aKTe arpecCHBHOTO NMOBEJACHHUSA B CETH.

Mobunonoiut menegpon

CoBpemenHble cMapTGORBI ¥ IUIAHIIETHl COAEPXAaT B ce0e BHOJNHE B3POCHBIA
(yHKIHORAN, ¥ Temeps OHM MOrYT KOHKYDHPOBaTh CO CTAllMOHADHBIMH KOMITBIOTEDAMH.
Onmako, cpeACTB 3alIUTHL 1% NOAOGHEIX YCTPOKCTB OKA 09€Hb Mayo. TecTHpOBaHHE H MOHCK

YA3BAMOCTEH B HMX MPOMCXOJMT HE TaK MHTEHCHBHO, Kak s IIK, To Xe camoe kacaercs u
MOOHJIBHBIX IIPHIIOKEHHIA.

COBpCMCHHbIC MOOHJIbHEIE 6pay3ep1>1 YK€ MNPaKTHYE€CKH NOTHAJIM HACTOJIBHBIC &@HAJIOTH,

O/lHAKO pacInMpeHHe (YHKIMOHaJA BJlieYeT 3a COoOOM GOMBINYIO CIOXKHOCTE MW MEHBIIYIO
3aIUIEHHOCTD.

Hajieko He BCe IMPOM3BOJUTENH BHITYCKAIOT OGHOBIECHHS, 3aKPHIBAIONIME KPHTHYECKHE
YS3BHMOCTH JUIS CBOHX YCTPOMHCTB.

OcnoBHele coBeTsI JIs Ge30nacHoCTH MOGHIBHOTO TeedoHa:

1. Hudero He sBnjercs mo-HacTosmeMy OeciulaTHEIM. Byab oCTOpOXKeH, BeIb Koraa
Tebe npeanaraioT GeclUTaTHBIM KOHTEHT, B HEM MOTYT OLITH CKDBITHl KaKHe-TO
IUIATHBIE YCIYTH;

2. Nywmaii, npexne 4em otnpasuth SMS, ¢oto unm Buzeo. Thl TOYHO 3HAEIb, TAe OHH
OyayT B KOHEYHOM HTOre?

Heob6xonuMo 06HOBIATE ONepanMoHHYI0 CHCTEMY TBOETO CMapT(oHa;

Hcnons3yit aHTHBHpPYCHBIE IPOrPaMMEI TSt MOOMIIEHEIX TenedOHOB;
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5. He 3arpyxail IpHIOKEHUS OT HEH 3ECTHOrO HCTOYHHKA, Bellb OHH MOIYT COJEPXATh
BPEIOHOCHOE IIpOrpaMMHOe 06ect IeHHE;

6. Ilocne Toro xax Tl BEIiZEINE ¢ ¢ {Ta, rA€ BBOZHWII JIMUHYI0O MHQOpMaIHIO, 3aian B
HacTpo¥ku Opaysepa u y#anH cook :s;

7. Ilepuonmuyecky npoBepsai Kakde IIATHEIC YCIIYTH aKTHBHPOBAHBI Ha TBOEM HOMEpE,

8. Jlamait cmoit HoMep MOOHUNBHOrO TenedOHa TONBKO JIOOAM, KOTOPBIX THl 3H8EMb H
KOMY JOBEPACIUE;

9. Bluetooth pomxer ObiTh BHIKITIOYEH, KOrja Thl MM He mojib3yemses. He 3abbiBai
MHOT I8 IPOBEPATH 3TO.

Online uzpot

CoBpemeHHBIE OHNAHH-HIPBl — 3TO KPacOYHBlE, 3aXBaTHIBAIOIIAE pAa3BlEYEHHA,
00beIMHSIOIEE COTHH THICAY YENOBEK IO BceMy MHpY. Urpoku HCCNEenyloT NaHHBIH HM MHD,
obmaroTcs APYT ¢ APYroM, BHITOTHAIOT 3a0AHHA, CPAXKAKTCA ¢ MOHCTPAMH H TONXYYAIOT ONEIT.

3a yZOBONKCTBHE OHM IUIATAT: MOKYIAKT AWCK, OIIAUMBAIOT aOOHEMEHT HIM NpHOGpETAIoT
KaKkHe-TO OMLMH,

Bce arH cpexcrBa HMAYT Ha IOAAEpXKEaHAE H Da3sBHTHE HIPH, a4 TAKKE HA camy
0€30IaCHOCTE: COBEPIICHCTBYIOTCS CHCTEMBI ABTOPH3AIIHM, BhINYCKAIOTCA HOBEIE NATYH
(unpoBLIE 3aTLIATKY 1T IIPOrPaMM), 3aKPEIBAIOTCH YAIBAMOCTH CEPBEPOB.

B nonxoGHBIX Hrpax CTOHT ONACcaThcs HE CTOJBKO CBOMX COTIEDHHMKOB, CKOJBKO KpasKd
TBOET0 NapoJif, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpH3alMy OOJBIIHHCTBA HIP.

OCHOBHBIC COBETHI O HE30NACHOCTH TBOEIO HIPOBOIO AKKAYHTA:

1. Ecnu apyro#t urpok sezet ceba mioxo wim cosgaer TeGe HEIPUATHOCTH, 3a6OKHpPYR
€T0 B CIINCKE HIPOKOB;

Tloxanyifcs anMMHUCTPATOpPaM HIPhl Ha IUIOXOE€ MOBEJCHHE ITOIO KIPOKA,
KeJIaTeNbHO NPHIOXKHTH KaKHe-TO A0Ka3aTeNbCTBa B BHIE CKPHHOB;

He yxasbBait nuusyio nudopmanmio B nipodaiine urpsr;

YBaxall [pyrux y4aCTHHKOB II0 HIpe;

He ycranapnusait HeopuumansHble NATYH B MOJIEL,

Hcnone3yi ci0xHbIE B pasHLIE NApONTH;

Jlaoke BO BpeMsi HIDHI HE CTOMT OTK/IIOYaTh aHTUBHpPYC. [IoKa THI MIpaems, TBOH
KOMITBIOTEP MOTYT 3aPasHTh.
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Duiun2 UNY KPANCA AUYKLIX OAHHBLX

OGbryHO# Kpaed JeHer M JOKYMEHTOB CErOAHS YX€ HAKOTO HE YAWBHINb, HO C

PasBUTHEM HHTEPHET-TCXHOJIOrHH 3JIOYMBIIUICHHHKHA TIEPpEMECTHIINCH B HHTCPHET, H
OPOJOJDKAIOT 3aHUMATHCH <UIIOOHMMBIMY» AENOM.

Tak nossunacs HOBas yrposa: HHTEPHET-MOIIERHHYECTBA HIH (UINMHT, [JIABHAA NENTH
KOTOPOT0 COCTOMT B HOJYYEHUH KOH(HIOCHIMATBHBIX NaHHEIX NONL30BaTeNled — JOrHHOB U

nmaponeit. Ha anrmatickom s3sike phishing untaercs xak dummnr (ot fishing — puiOHas nosis,
password -— raposs).

OcHoBHEIe cOBETH 110 Gopsbe ¢ PpunmaroM:

l. Cnemn 3a cpomm akkayntoM. ECiM Tl MOJO3peBaeis, WTO TBOS aHKeTa Gbuia

B3JIOMaHa, TO HeoOXoOMMO 3a6NOKHPOBaT: €€ H COOOIIMTH aIMMHHCTPaTOpam
pecypca 06 3ToM KaK MOXHO cKopee;



2 Hcnonssyii  Gesonacuse BeD-caiiTh, B TOM wmcIe, HHTEPHET-MarasMHOB H
MOHNCKOBEIX CHCTEM;

3. Hcnons3yit cnoxusie u pasHele naponu. Takum obpasom, ecnu Tebs B3/IOMAIOT, TO
3IOYMBIIIEHHUKH [10]1y4aT JOCTYI TOJBKO K OLHOMY TBOEMY NPOGHIIO B CeTH, a He
KO BCeM;

4. Ecmu tebs B3nomand, ToO HEODXOIMMO NpeAyNpenuTs BCexX CBOMX 3HAKOMBIX,
KOTOpBIe 100aB/eHb! y Te6s B APy3biX, O TOM, YTO Te6S B3JIOMaJIM ¥, BO3MOXHO, OT

TBOEIr0 HMEHHM ByJeT pacchUIaThCH CaM M CCBUIKH Ha GuIHHTOBLIE caliTh;

YeTaHoBH HaleKHEIN Tapons (PIN) Ha MOGHIBHBIN Tenedox;

OTkmo4H coXpanenue napons Opaysepe;

He orxpsisait daiine: u AAPYTHE BIOXKCHUA B NHCHMAX NaXe €CIM OHM NPHIUIA OT

TBOMX Npy3ed. JIyuiue yToOuHH y HUX, OTIIPaBIsTH 11 OHY Tebe T daitne,
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Hugpposas penymayus

Hudposas penyrauus - 310 HerarmeHas wim [I03UTHBHAS MH(OpMaNHs B ceTH o Tebe.
Komnpometupyrowmas HHOOpMalHs pa3MelnenHas B HHTCDHETE MOXKET Cephe3HbM 06pasom

OTPa3sHTLCA HA TBOCH peanbHON KH3HH. «udposas penyranmua» - 310 TBOMH HMHIK, KOTOphIK
dopmupyercs u3 upopmanmu o Tebe B HHTEpHeTe.

TBoe MecTo sxuTenscrBa, yuedsl, TRoe uHaHCOBOE NOJIOXKERHE, 0COBEHHOCTH XapakTepa
H pacCKasbl 0 6IM3KMX —~ BCE ITO HAKAILIMBAETCS B CETH.

MHOrHE MOXPOCTKH JIErKOMBICIEHHO OTHOCHTCS K myGIuKauuy JTHYHOM MEpOpManyMy B
HutepHere, He nmoHMMAas BO3MOXHEIX nocnencTsui. Thl naxke He cMoxemms moramaTbes o TOM,
uTo QoTorpadus, pasmemennas 5 et Hasaj, cTana NpH4MHOM OTKA3a MPUHATH Tebs Ha paoTy.

Kommenrapuu, pasmemenue TBOMX dororpaduit u agpyrue neficTems MOryT He
HCUEIHYTh ADKC MOCHE TOrO, KAaK Thl WX YAauumb. Thl He 3HAaCmb, KTO COXPaHWI 3Ty
HH(QOPMAIIKIO, [I0TIANa 14 OHA B MOMCKOBEIE CHCTEMBI H COXpaHHMJIAcCh JIM OHA, 4 IVIABHOE: YTO
noaymaioT o tebe oKpyxaromee moau, KOTOpbI€ HAWAYT W YBHAAT 310. HaiiTu HHpOpManHIO
MHOTO JIET CHYCTS CMOMXeT moGol — kak M3 JOGpBIX noGyXIeHHH, TaK M C HaMepeHHeM
NPUYHHHETE BPeA. 3TO MOXKET OBITB XTO yromHO.

OcHoBRBIE COBETHI 10 3amATE IABPOBOH penyTauuy:

1. Tlomymai, npexuae yem uto-To ny6mukoBath u nepenasars y cebs B 6nore miu B
COLHAITHLHOM ceTH;

2. B nacrpoiikax npo¢uns ycTanosu OTpaHHYCHHA Ha IPOCMOTP TBOEro NpOodHIL H ero
COCPXKUMOTO, ClieNTall ero TOBKO «1A Apy3eiy;

3. He pasmemaii u He yka3siBaii HH(OPMALHIO, KOTOpas MOXKET KOro-mu6o OCKOpONATE
HJIH 00MXaTs.

Aemopckoe npaso

CoBpeMeHHbIE IUKOIBHHKH— AaKTHBHDBIE NOJNB30BATENH UM(POBOrO MPOCTPAHCTBA.
Omnako nanexo He Bce 3HAIOT, YTO MOJIB30BAHUE MHOTHMH BO3MOXHOCTSMH LH(POBOro Mupa
TpebyeT cobmonenus npas na HHTEJUICKTYaIbHYIO COOCTBEHHOCTD.

TepMuH «HMHTeNTEKTYanBHAS COGCTBEHHOCTEY OTHOCHTCA X pa3’jMYHBIM TBOPEHHSM
UEIOBEYECKOro0 yMa, HAYKHAA C HOBEIX H300peTeHuit ¥ 3HAKOB, 0603HaYaIMHX cOGCTBEHHOCTS

Ha TPOAYKTEl W YCIYTM , M 3aKAHYMBAS KHHIAMH, dororpapusmu, xuHOHIEMamu u
MY3BIKATbHBIMH [IPON3BEICHUAMH.



ABTOpCKHE MpaBa — JTO IPaBa Ha MHTE/UIEKTYalbHYIO COOCTBEHHOCTh Ha IPOA3BEACHNAS
HAYKH, JTUTEPaTyPhl H HCKYCCTBA. ABTOPCKHE IIpaBa BHICTYIIAIOT B Ka4eCTBE FapaHTHH TOTO, YT0
MHTE/UIEKTYAILHEIN/TBOPYECKHM TPyl aBTopa He OyJeT HalpacHbIM, JacT €My CHpaBel/IMBbic
BO3MOXHOCTH 3apaboTaTh Ha pe3ybTarax CBOEro TPyAa, HONYYHTh M3BECTHOCTh M NIPH3HAHUE.
Huxro 6e3 pasperueHus aBTopa He MOXET BOCHPOM3BOJMTE €r0 IPOU3BEEHHE, PaCIPOCTPAHATD,
MyONHYHO JeMOHCTPHPOBATb, NPOAABATH, HMIOPTAPOBATH, NMycKaTh B HpOKaT, IyOmHdHO
HICTIOJIHAT, TOKA3BIBATH/HCTIONHATE B 2dupe win pasmemarts B MaTepHETE.

Hcnonp3oBanue «ITEPaTCKOTOY MPOrpaMMHOTO 00€CIeYeHNst MOXET IIPUBECTH K MHOTHM
pHCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTam 10 ONOKMpPOBKM TBOEro YCTpOHCTBa, rue
YCT4HOBJICHHBIH He JieranbHas nporpamMa. He crout Taike 3a0bIBaTh, YTO CYLUECTBYET
neraybHble ¥ OeCIIaTHeIe IPOrpaMMEl, KOTOPEIE MOXKHO HalfTH B CETH.

O nopmane

CereBHUOK.pp — TBOW I7NaBHBIM COBETYMK B CETH. 34¢Ch TH MOXEMb Y3HaTh O
6€30MacHOCTH B CETH NOHATHHIM M JOCTYIIHBIM A3BIKOM, & IIPH BO3HUKHOBEHHH KPHTHYECKOH

cATyauru oOpaTHTBCH 33 COBETOM. A TaK)Ke NPHHATH YY4CTHE B KOHKYPCAX H CTaThb CAMBIM
MG POBEIM IPaXKUAHHHOM !



